Montana

mr Using Achievement in Montana (AIM) and ePass

What is ePass Montana?

ePass Montana is a service provided on Montana’s official state website, mt.gov, that
provides the following benefits to Montana'’s businesses and citizens:
e Allows access to all authorized eGovernment services with one username and
password
e Provides customization options for mt.gov so customers can personalize their
services page
Shows customers other government services that may be useful to them
e Grants them access into federal government services for which they are
authorized

The Montana Office of Public Instruction (OPI) will use ePass to provide secure access
to the AIM and Electronic Grants (E-Grants) Management System as well as to the State
of Montana encrypted file transfer service. The login function should be available in AIM
sometime in April 2007.

If you need assistance at any time, click on the How Do 1 link or the
Instructions link located on each screen. If you would prefer to talk to an
individual, please call 406-444-2000 and someone there will be able to assist
you. The Help Desk hours for this web site are 8:00 a.m. to 5:00 p.m.,
Monday through Friday.

INSTRUCTIOMNS | HoOwy OO | | FEEDEBALCHK
N J

You may also choose to click on the Contact Us link. This allows the user to provide
feedback on the services and content of the mt.gov web pages.

Privacy 2 Security Accessibility Contact s Search

Denise Juneau, State Superintendent
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Setup an ePass account

The first step in using ePass is to create user account.

Open your web browser (Internet Explorer, Firefox, etc.) and go to:
http://epass.mt.gov

Education

WQICO me to epass Monta na Instructions How Do I Feedback

ePass Montana is a convenient and secure way to Use your state government
services, State agencies may request your username, but will never regquest your
password, Mever share your password with anyone.

Existing Customer New Customer

Usernarme: Password:
| | | Create an ePass Montana account by

selecting the button below:

Forget vour password?

Mortans SEate EMployees
Montana State Emplovees [ ’ Create an Account ] ]

Accessibility Contack Us Search

#amt.gov

If you do not have an ePass account:

Click on the create an account button. Enter all required information including a
username and password.
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Important information:

e Your username must be at least 6 characters.

e Your password must be at least 8 characters, and contain both letters and
numbers.

e Your username and password are case sensitive.

e YOUR HINT IS IMPORTANT! Make sure that your hint will remind you of your
password. Mt.gov cannot retrieve your password for you. The only way to
retrieve your password is to have your hint emailed to you at one of the e-mail
addresses you provide when setting up your account.

After setting up your account, you will either be taken to your customizable portal page,
or to the service you were logging into, depending where you began.

EPASS MONTANA

Business Government | Education

cl'eate an ePass Account Instructions How Do I Feedback

Personal Information

* Required field

*First Mame: | |

*Last Mame: | |

Contact Information

Draytime Phone: | |

*Primary Email: | |

Alternate Email: | |

Login Information

*Username: | About your username and password:

e usermame must be at least &
characters long

e password must be at least 8
characters long

e password use both letters and
numbers

e password must be different than your
usernarne

e password is case sensitive

*Password: |

|
|
#erify Password: | |
|

*Password Hint: |
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Secure File Transfer Service

The State of Montana's File Transfer Service allows for easy transfer of large computer
files to and from customers of state government services. It is designed to facilitate file
exchange when files are too large for email (over 4 Mb) and allows for secure transfer
of sensitive data.

This service requires no software except for a web browser (Internet Explorer, Firefox,
etc.). All aspects of the transfer are securely encrypted, ensuring that customers meet
all security requirements under state and federal information privacy regulations. Files
are scanned for viruses during transfer. An automated reminder system notifies the
recipient of files they have available for download. Files must be downloaded within
fifteen days, after which the transfer expires and the files are automatically removed
from the service.

The secure file transfer service will allow the OPI AIM staff to assist you with data
cleanup of your student records in the AIM system. Due to the State of Montana
security policies and guidelines as well as the Family Educational Rights and Privacy Act
(FERPA), the OPI needs to keep student data confidential. This service can be used by
the OPI and school district staff to send student files back and forth in a secure
manner.

To use the secure file transfer service, you must have an ePass account. Please refer
to page one of this document to set up your account.

Once your account has been created, you will need to add the file transfer service to
your new ePass account.

Denise Juneau, State Superintendent
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Click on File Transfer Service as indicated on the screen below.

omt.gov.  Jdn s SRIGENE &5

Maontana's Official State Wabsite EPASS MONTANA

About Montana | Tourism & Recreation Wijorking & Living Online s Business Government | Education

Welcome, Sara Loewen Home | Edit My Account | Logout
Instructions How Do I Feedback

MNews and Information

Your ePass Services Services you may add to your ePass
account

puendor List
[[) File Transfer Service ]

Most Popular My Favorites

Add a link to My Favorites:

New URL: |

Link Mame: | |
 Add)

Montana
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When you click on File Transfer Service, the following screen will appear. An activation
code will then be emailed to you.

File Transfer Service BB

[ INSTRUCTIONS | HOw DO | | FEEDBACK

>
State of Montana LA BT, & . .

Logout | ePass Hame

File Transfer Service Account Validation

Before using this service you must activate your account, An email containing an activation code has been
automatically sent to your ePass primary email address  emad addfess

Please follow the instructions contained in that email to activate your account.

If the code you received does not work please select the buthon below to request ancther code,

Resend Email

*Note that this email may get blocked by your spam filker.

ge your address in epass and try again.

Enter Code: |

Open your email Inbox. A message similar to the screen below will appear in your
email. Click on the link provided in the email.

State of Montana File Transfer Service

Select the link below to validate your email address with the State of Montana File Transfer Service,

If the link does not wark, please login to the service and enter the following code: 79151711-a7ed-47b9-
Bad6-771bf862f690

If you did not request this email, please disregard.

Replies to this ermnall are not monitored.

transfer.mt.gov
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The following screen will indicate your account has been activated.

State of Montana

File Transfer Service BB

INSTRUCTIONS | Howy 00 | | FEEDEBACK

Logout | ePass Home
Your Account Has Been Activated

Thank you for activating your File Transfer Service account, You may now access this service by selecting the link
below,

Filz Transfer Service

You will now be placed in the File Transfer Service menu.

State of Montana
File Transfer Service P&

INSTRUCTIONS | HOWY OO | | FEEDEALCK

Logout | ePass Home
Welcome Valerie Hartman to the State of Montana File Transfer Service

Please select an option from the list below:

[B] =end a new file or files
[B] Wiew alist of received files

Sent Received

File Name Date Sent Status

[ Oelete Selected Files | %

Montana
Office of Public Instruction
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Receiving Files

You will receive an email message similar to the screen below when you have been sent
a secure file from a state of Montana employee.

Click on the file transfer service link in the email to be taken to the ePass login screen.
If you have not set up an ePass account, you will need to do so now. See page
two of this document for directions.

Framm: File Transfer Service [no-reply@mt,goy] Sent:  WWed 1)31/2007 10:43 AM

Ta:
o
Subject;  State of Montana File Transfer Service

State of Montana File Transfer Service

The following file has been sent to you through the State of Montana File Transfer Service:

File Name: screen shots.doc
Sent From: Mary Graff
Message: HI Gale, Here is the file with new screen shots,

To download this file, login to the(State of Montana File Transfer SErvice]

Feplies o this emnall are hat monitored.

transfer.mt.gov

You may also go directly to the ePass Montana link at http://epass.mt.gov and login
with your ePass id and password.

Montana
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Once you are logged in, the following screen will appear. Click on Download File.

5‘“5 te of Montana

File Transfer Service B

INSTRUCTIONS | HOW 00| | FEEDEALCK

Logout | ePass Home

Status of Received Transfer:

User Information
From: Gale Kramlick
To: Mary Graff

Filename: Maolasses Coaokies.doc

Status: FReady for Download
Aproximate Size; 5 kh

[ Oovwnlozad File ]

If you do not know who sent this file, or for what purpose, please select the Report Suspicious Transfers  link. &
report will be autormatically sent to the Department of Administration,

Attached Message
Message: Test file for vou

System Messages

1/31/2007 10:37:04
A

Mirus scan successful for Molasses Cookies.doc, The file is now ready 1/31/2007 9:20:11 AM
for download.

File downloaded The file was downloaded successfully

Yirus Scan

At this point, you should click on Save

]

File Download

Do you want to open or save thiz file?

Mame:  File+list+screenshok, gif
L)

Type: GIF Image
From: transfer.mt.goy

]

Open ] [ Save ] [ Cancel

harm pour computer. If you do not trast the zource, do not open or

@ YWhile files from the Intermet can be useful, zome files can potentially
gawe thiz file. What's the rigk?

Montana
Office of Public Instruction
Denise Juneau, State Superintendent
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Select a folder where you would like to save the file and change the file name to a
name of your choice and then click on Save.

Save As
Save in: |@ Desktop w O e d
y Br'-“ly Documents I
| 52' 2, 'j My Compuker
by Recent ‘:gl"-“ly Metwork Places
Documents I3 AIM Technical Documentation )
— I Inkernet Services [
[ ICMetwork, Taals
Desktop ICHOPT Applications
I Spencer
. I=hwork Plans
‘._) EJD'-.-‘-.-‘ Projeck & Leadership Documents I
| Forrms
My Docurments &J
] ¥ [E2IT Projects
[52)0PI Palicies
'g! @.'?Pa':.f Flan 20 Transition Resources
ty Computer
4 Ve
m File hamne: [ file+lizt+screenshot. gif b ] [ Save
l My Metwork, | Save as bype: | GIF Image w | Cancel
s B B B o (T T T T T T T e o

You will be notified when the download is complete. You may then either click on
Open to open the file and begin working on it or click on Close and open the file at a
different time.

5
(i) Cownload Complete

Saved:
file+lisk+=creenshok, gif From transfer, mk.gow

Downloaded: 18.5KEin 1 sec
Cownload bog i\ Docurment. . Afile+Hisk+screenshot. gif
Transfer rate: 18.5 KB/Sec

[ ] Cloge thiz dialog box when download completes

[ Open Folder ] [ Cloze

Montana
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Be sure to Logout of ePass when you are finished downloading your file or return to
ePass Home if you prefer to stay logged in or have other government services you
wish to access.

State of Montana

File Transfer Service B

IMSTRUCTIONS | HOW 00

ePass Home
Status of Received Transfar : e

User Information

From: Gale Kramlick
To: Gale Kramlick
Filename: file list screenshot.gif
Status: FReady for Download
Aproximate Size: 19 Kb

[ Dowmload File |

If wvou do not know who sent this file, or for what purpose, please select the Beport Suspicious Transfers  link, &
report will be automatically sent to the Department of Administration.

Attached Message

Message: test

System Messages

File downloaded The file was downloaded successfully 17312007 8:03:49 AM

Virus scan successful for file list screenshot.gif. The file 1s now ready for

¥Yirus Scan download.

143172007 7:58:10 4M

[ == Back | [ Prirt
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Sending Files

Login to your ePass account by going to http://epass.mt.gov.
If you have not created an ePass account, please go to page two of this
document for instructions on creating the account.

Once logged in, a screen similar to the following will appear. Click on File Transfer

Service.

ment Education

Welcome, Gale Kramlick

MNews and Information

Home | Edit My Account | Logou

Instructions How Do I Feedback

Your ePass Services

Services you may add to your ePass account

[ [ File Transfer Service ]

I Vendor List

Wost Popular

vy Favorites

[+ File Transfer Service

Add a link to My Favorites:

Mew URL: |http:h’ |

Link Marne: |
Add

Montana
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Click on Send a new file or files.

State of Montana

File Transfer Service P&

e

IMSTRUCTIOMS | HOW 00 | | FEEDEBALCK

Logout | ePass Home

Welcome Gale Kramlick to the State of Montana File Transfer Service

Please select an option from the list below:

[b) send a new file or files

B Wiew & list of received files

Sent Received
File Name Date Sent Status
[] =ale kramlick file list screenshot.gif 17312007 71596:47 AM Ready for Download
[] =ara Loewen ePassBrochure.pdf 1/31/2007 7:35:33 AM Ready for Download

|  Delete Selected Files

Montana
Office of Public Instruction
Denise Juneau, State Superintendent
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Browse to the file you would like to send and then click Add to File List. If you would

like to add more files, browse again and click Add to File List. When you are satisfied
with file list, click on Continue.

State of Montana

File Transfer Service B

INSTRUCTIOMNS | HOWw DO | | FEEDEACE

Send aFile or Files

Upload

File to be sent:

| |[ Browse... |

Press the "add to File List" button to begin uploading vour file, This may take a long time depending on vour file size and
connection speed

N
[ [ + #dd To File List | - Remowe From File List |
J

Upload Status: Complete: 1.0 KB at 1.0 KB/s took 00:00

Montana
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Select the recipients of the files you are sending. You may select either a state
employee, ePass Montana customer, or previous recipient. Once the email address has
been entered, select Add to Recipient List. You may also include a message for the
recipient. Click on Send.

State of Montana

File Transfer Service B

INSTRUCTIONS | HOwWy 00 | | FEEDEALCK

Select the Recipient(s)

State Employee

Enter the Email Address:

Ve

+ Add To Recipient List

-

]

113

Enter the Mame (Last, First):

ePass Montana Recipient

Enter the eFass Montana
Custorner's Email Address:

Previous Recipients

ﬂ: + Add To Recipient List

Select a Recipient of a Previous Transfer:

Sara Loewen

—

[ + #dd Ta Recipient List |

Selected Recipient List:

[ - Remowe From Recipient List

J

Enter a Message for the Recipient{s):

\f

opi.mt.gov

[ cancal ] [ == Back |

Send ]
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When your file has been sent, you will receive a Sent Receipt. Click continue.

State of Montana

File Transfer Service P&

INSTRUCTIONS | HOW O

Your File(s) have been Sent

Sent Receipt
The following file(s) have bheen sentan 1312007 73646 Al

o ePassBrochure pdf

The files were sent to:

o Sara Loewen( sloeweng@mt.ogoy )

Check the file(s) status by referring to yvour sent box.

(Frirt ) [ Cortinee )

Montana
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The following screen will appear. If you have finished sending your file(s), logout of
ePass or return to ePass Home if you prefer to stay logged in or have other
government services you wish to access.

State of Montana

File Transfer Service B

IMSTRUCTIOMNS | HOw 00 | | FEEDEBALCHK

[LDEIDLIt | eFass Hnme]
Yielcome Gale Kramlick to the State of Montana File Transfer Service

Please select an option from the list below:

[F] Send a new file or files

|| view a list of received files

Sent Received

File Mame Date Sent Status

[] Mary Graff 2007 Bill Draft Requests of Potential IT Irmpact.doc 2142007 6:34:58 AM Processing File

[ Delete Selected Files
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